
Introduction
Today’s battles cannot be fought, nor the battlespace prop-
erly visualized, without being enabled by space—that’s the 
bottom line and irrefutable reality of modern warfare. Our 
military today is as critically reliant on space as the ancient 
Greek army was on the phalanx to dominate that era’s bat-
tlefields. Without crucial space-enabled capabilities ubiqui-
tously supporting the various warfighting functions to joint, 
Service, and emerging multi-domain operations forces, the 
U.S. military would likely be unable to effectively plan, ex-
ecute, sustain, or decisively win wars. By extension, the 
U.S. Army likely could not effectively conduct the breadth 
of land-based operations it must undertake to seize, con-
trol, and dominate that domain and defeat the enemy on 
the ground. Competition and conflict in the future will be 
reliant even more heavily on space. Coalition warfare fur-
ther highlights the criticality and force-multiplying effects 
of space-enabling technologies by providing command, 
control, communications, computers, intelligence, surveil-
lance, and reconnaissance (C4ISR), and common opera-
tional pictures informed synergistically by space systems of 
the United States and many coalition partners.

Emerging Space and Counterspace Threats
When Army intelligence officers train for land operations, 

the reality of how space can affect both enemy and friendly 

actions, sometimes decisively, is virtually absent and is un-
wittingly taken for granted. This is because since the 1960s, 
the United States has maintained the world’s largest and 
most sophisticated constellation of satellites in support of 
the Department of Defense and national policy; no other 
country was even close, with the exception of the Soviet 
Union during the bipolar era. In today’s multipolar world, 
the battlespace is rapidly evolving, and space is no longer 
the exclusive domain of two dominant world powers to 
uniquely enhance all military operations. Nor is it the sanc-
tuary it once was.

Competitors are developing and fielding sophisticated 
technologies that contest American space power. Global 
technology trends, and greatly reduced costs of commer-
cial space technologies and launch services since the early 
1990s, have supported explosive growth in the number of 
objects in space, provided near-universal access to space, 
and enabled even second- and third-world countries to ac-
quire advanced technologies. Global technology trends are 
also creating or boosting nascent or developing scientific 
and engineering capacities that are countering the U.S. com-
petitive advantage.1 Some argue that in aspects of space 
utilization and technological advancements, Russia and 
China are on par with or have even surpassed the United 
States. Those same advanced commercial technologies 
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are used for military applications and support military and 
warfighting functions. Moreover, the increasing dual-use 
capabilities of these commercial systems can obscure end 
users and intent, and challenge the ability of the United 
States to provide unambiguous and advanced warning be-
tween peaceful and potentially hostile intent/use.2

We, as intelligence professionals, must be aware of the 
existing and emerging space and counterspace threats that 
could significantly alter or affect the operational environ-
ment worldwide. With the recent re-establishment of U.S. 
Space Command and the creation of the U.S. Space Force, 
this sea change within the Department of Defense high-
lights the space domain’s matura-
tion and its vital concern for the 
United States—not only how the 
United States views space, but 
also how the adversary views and 
uses space. We will further discuss 
adversary and global advance-
ment of space capabilities and 
the planning considerations that 
an Army intelligence professional 
should undertake when support-
ing land operations.

Space-Based Support for 
Military, Commercial, and 
Civilian Applications

Over the past couple of decades, 
the use of space has dramatically 
expanded in both the number 
and types of satellites in orbit, as well as commercial enti-
ties making access to space and the various services they 
provide more affordable. Access to space is becoming more 
common and attainable by state and non-state entities that 
previously did not have the money, influence, or industrial 
and technological capacity to do so. As with any new ad-
vancement and opportunity, new risks are also introduced. 
Countries worldwide, regardless of economic status, are 

introducing, advancing, and expanding their space access 
and utilization after observing the revolutionary benefits of 
space applications, principally by the United States. They 
are achieving these feats by the use of diplomatic, informa-
tion, military, and economic, also known as DIME, spheres, 
particularly for education, technology, and military sectors. 
In the military realm, it should come as no surprise that any 
new type of technological capability or advancement can 
be applied for both defensive and offensive purposes, and 
space-enabled capabilities are no exception. Figure 1 shows 
countries that have on-orbit satellites, the capabilities of 
those satellites, and the numeric representation of the sat-
ellites they own.

Protests to U.S. Space Operations
Both China and Russia, the United States main competi-

tors in space, have taken overt and deliberate steps to chal-
lenge and restrain the United States use of and operations 
in space because both view the United States as seeking to 
dominate and militarize space. Both countries have openly 
protested, most notably and formally at the United Nations, 
the United States use of space as hostile. Both continued 
their protest by stating that any action they undertake in 
space is in direct response to their perceptions of the U.S. 

threat and is defensive in nature. In the following sections, 
you will see that their statements, actions, and protesta-
tions are hypocritical and ironic.

Chinese and Russian Views of Space and 
Counterspace

With the evolution and advancement of space-based ca-
pabilities, both Chinese and Russian military doctrines 
view space as an essential force multiplier and both view 

Counterspace
Counterspace is a mission, like counterair, that integrates offensive 
and defensive operations to attain and maintain the desired con-
trol and protection in and through space. These operations may 
be conducted across the tactical, operational, and strategic levels 
in all domains (air, space, land, maritime, and cyberspace), and 
are dependent on robust space situational awareness and timely 
command and control. Counterspace operations include both of-
fensive counterspace and defensive counterspace operations. 
Counterspace is also referred to as “space control.”3
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counterspace capabilities, ironically, as a means to reduce 
United States and allied operational effectiveness. In 2015, 
both countries reorganized their militaries and emphasized 
the utilization of space for modern military operations.5 
Both countries developed or consolidated specialized space 
units and committed significant national funds to improve 
essential space services such as space lift, satellite com-
munications (SATCOM), satellite navigation (satnav), space-
based ISR, space domain awareness, satellite control, and 
infrastructure. The advancement and employment of these 
capabilities will more effectively enable their governmen-
tal organs to conduct strategic communications, diplomatic 
functions, and economic strategies. They will also enable 
their military’s ability to execute deployment; sustainment; 
maneuver; command, control, and communications; and 
full spectrum military operations regionally and worldwide. 
These capabilities will also enable them to search, track, 
identify, monitor, and possibly target U.S. and allied military 
forces operating in any area of operations. They are pursuing 
the same ability to maintain awareness of the space domain, 
particularly for U.S. and allied space assets.6 Both countries 
have put a premium on the ability to search, track, iden-
tify, characterize, and monitor satellites in all orbits. Having 

this capability critically supports both Chinese and Russian 
space and counterspace programs. Having space domain 
awareness is the foundation of space and counterspace op-
erations, and the counterspace continuum of threats, which 
range from reversible to nonreversible effects against space 
systems and supporting ground systems and infrastructure 
through kinetic and non-kinetic means. Both countries con-
tinue to develop a full range of counterspace capabilities, 
which include offensive jamming and cyberspace weapons, 
directed-energy weapons, on-orbit systems, and ground-
based direct-ascent antisatellite missiles. Figure 2 shows 
the counterspace continuum that represents the range of 
threats to space-based capabilities, arranged from revers-
ible to nonreversible effects. Reversible effects are nonde-
structive and temporary, while nonreversible effects can 
cause physical and permanent damage.

Russian Space and Counterspace Policy and 
Capabilities

Russia’s space program is a source of national pride. 
Moscow views itself as a world leader in space develop-
ment and particularly prides itself as being the first nation 
in space in 1957. After the Soviet Union dissolved in 1991, 
Russia inherited the extensive space infrastructure, technol-
ogy, and the former Soviet Union’s place among the global 
space powers.8 However, at the end of the Cold War, a com-
bination of budgetary constraints, an economic implosion, 
and technological setbacks caused a decay of Russian space 
capabilities.9 Despite these setbacks, Russia implemented 
a set of programs and initiatives over the last decade to 
regain many of its Cold War–era space and counterspace 
capabilities and former prominence. Its counterspace pro-
gram includes extensive electronic warfare (EW) systems 
to deny, degrade, and disrupt communications and Global 
Positioning System (GPS)/positioning, navigation, and tim-
ing (PNT); ground-based, mobile missiles to directly attack 
satellites in low Earth orbit; and directed-energy weapons 
to deny the use of space-based imagery.10

Russia’s military doctrine and authoritative writings 
clearly articulate that Moscow views space as a warfight-
ing domain and that achieving supremacy in space will be 
a decisive factor in seizing the initiative and winning future 
conflicts.11 Russia considers the “intention to place weap-
ons in outer space,” an allusion to the United States mil-
itary space program, a main external military danger, and 
describes establishing “an international treaty on [the] 
prevention of placement of any types of weapons in outer 
space” as a principal task for the Russian state in its military 
doctrine.12 Moscow views space as a key enabler of U.S. pre-
cision strike and military force projection capabilities. When Figure 2. Counterspace Continuum–From Reversible to Nonreversible Effects7
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paired with United States missile defense systems, Russia 
believes United States space-enabled, conventional preci-
sion strike capabilities undermine Russia’s strategic stabil-
ity.13 At the same time, Russia views America’s perceived 
dependence on space as the “Achilles’ heel” of American 
military power, which can be exploited to achieve Russian 
conflict objectives.14 Russia is, therefore, pursuing counter-
space systems and employment strategies to neutralize, 
deny, or limit United States military and commercial space-
based services to offset a perceived United States military 
advantage.15

Russian counterspace capabilities that directly affect 
United States and allied land operations will principally be 
EW attacks against GPS and SATCOM. The Russian military 
views EW as an essential tool for gaining and maintaining 
information superiority over its adversaries, allowing Russia 
to seize the operational initiative by disrupting adver-
sary command, control, and communications; battlespace 
awareness; GPS/PNT; and intelligence capabilities. Russia 
has operational experience in the use of counterspace EW 
capabilities from recent and ongoing expeditionary mili-
tary campaigns, enabling continual refinement of its tactics, 
techniques, and procedures, as well as use in Russia to pro-
tect strategic locations and VIPs.16 Russia has fielded a wide 
range of ground-based EW systems to counter GPS, tacti-
cal communications, SATCOM, and radars. Mobile systems 
include radar and SATCOM jammers. Russia aspires to de-
velop and field a full spectrum of EW capabilities to coun-
ter Western C4ISR and weapons guidance systems with new 
technology, data transfer, and capabilities for peacetime and 
wartime use in the near term.17 Russia has a multitude of 
systems that can jam GPS receivers within a local area, po-
tentially interfering with the guidance systems of manned 
aircraft, unmanned aerial vehicles, guided missiles, and pre-
cision-guided munitions, 
but it has no publicly 
known capability to in-
terfere with the GPS sat-
ellites themselves using 
radio-frequency inter-
ference.18 Russian GPS 
jammers could also af-
fect many United States 
military communications 
and other equipment en-
abled by the GPS timing 
function. Despite over-
whelming evidence that 
Russia has operation-
ally employed mobile, 

ground-based EW counterspace weapons both within its 
borders and abroad, the Russian state has repeatedly denied 
any wrongdoing.19 Russia is expected to continue develop-
ing ground-based EW weapons, and new evidence suggests 
Russia may be developing high-powered space-based EW 
platforms to augment the ground-based platforms.20

Satellite command and data distribution networks expose 
space systems, ground infrastructure, users, and the links 
connecting these segments to cyber threats. Being aware of 
these vulnerabilities, Russia also considers offensive cyber 
capabilities as a key asset for maintaining military advan-
tage, and as a result, is researching and developing cyber 
capabilities to affect these elements.21

United States and allied forces operating in areas with 
known Russian forces must be aware and expect that EW 
will most likely be encountered, intentionally or uninten-
tionally. Having equipment properly encrypted and know-
ing the signs of an EW attack will help mitigate the effects. 
Military intelligence professionals can assist by helping to 
understand adversaries’ EW capabilities and employment 
tactics, techniques, and procedures, and by anticipating and 
planning for their effects during the military decision-mak-
ing process, and more specifically during the intelligence 
preparation of the battlefield (IPB) process. Putting forth an 
inject of jammed SATCOM or GPS during unit training and 
exercises will cause the planners, operators, and leaders 
to think about how military operations are affected by this 
asymmetric threat, and their response to these non-kinetic 
effects. As intelligence professionals, it is our responsibility 
to account for and characterize adversary non-kinetic ca-
pabilities and potential effects, and the way in which they 
enable adversaries’ kinetic capabilities in support of their 
broader military operations.

 Russia has invested heavily in developing sophisticated electronic warfare capabilities, including this Krashuka-4 jammer.
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Chinese Space and Counterspace Policy and 
Capabilities

China is rapidly growing its space program by continually 
developing and operationally deploying new and technolog-
ically advanced space and counterspace capabilities. Beijing 
now has a goal of “[building] China into a space power in all 
respects.”22 China is second only to the United States in the 
number of operational satellites, which are a source of na-
tional pride and part of President Xi Jinping’s “China Dream” 
to establish a powerful and prosperous China.23 China de-
ploys both space and counterspace capabilities for both civil 
and military means. China officially advocates for peace-
ful use of space and is pursuing agreements at the United 
Nations on the non-weaponization of space.24 Though it 
advocates for the peaceful use 
of space, China continues to im-
prove its counterspace weapons’ 
capabilities and has enacted mil-
itary reforms to better integrate 
cyberspace, space, and EW into 
joint military operations.25

The People’s Liberation Army 
(PLA) views space superiority as 
the ability to control the infor-
mation sphere and deny adver-
saries the same; these are key 
components of conducting mod-
ern “informatized” wars.26 The 
PLA uses “informatized” warfare 
to describe the process of ac-
quiring, transmitting, processing, 
and using information to conduct 
joint military operations across the domains of land, sea, 
air, space, cyberspace, and the electromagnetic spectrum 
during a conflict.27 The PLA historically has managed China’s 
space program and continues to invest in improving China’s 
capabilities in space-based ISR, SATCOM, and satnav, as well 
as human spaceflight and robotic space exploration.28 As 
part of the military reforms announced in 2015, China estab-
lished the Strategic Support Force to integrate cyberspace, 
space, and EW capabilities into joint military operations.29 

The Strategic Support Force forms the core of China’s infor-
mation warfare force, supports the entire PLA, and reports 
directly to the Central Military Commission, China’s high-
est military governing body. The Strategic Support Force is 
likely responsible for the research and development of cer-
tain space and counterspace capabilities.30

The PLA considers EW capabilities key assets for mod-
ern warfare, and the PLA’s doctrine emphasizes using 

EW weapons to suppress or deceive enemy equipment.31 
Currently, China has the ability to jam common SATCOM fre-
quency bands and GPS signals, and it has made the develop-
ment and deployment of satellite jamming systems a high 
priority.32 China is further developing jamming systems that 
will target a large range of commercial SATCOM frequen-
cies, as well as United States military-protected communi-
cation bands.33 The PLA routinely incorporates jamming and 
anti-jamming techniques against multiple communication 
systems, radar systems, and GPS satellite systems in exer-
cises.34 In 2018, the Strategic Support Force even carried out 
advanced military exercises simulating a complex EW envi-
ronment with the “[Strategic Support Force] SSF base pitted 
against five PLA Army, Air Force, and Rocket Force units.”35

As with Russia, China considers offensive cyber capabili-
ties as a key asset for maintaining military advantage and 
integrated warfare.36 China is also researching and devel-
oping cyber capabilities to threaten satellite command and 
data distribution networks, space systems, ground infra-
structure, users, and the links connecting these segments.37

Although official Chinese statements on space warfare 
and weapons have remained consistently aligned to peace-
ful purposes, China has recently designated space as a mili-
tary domain.38 PLA military writings state that the goal of 
space warfare and operations is to achieve space superior-
ity using offensive and defensive means in connection with 
their broader strategic focus on asymmetric cost imposi-
tion, access denial, and information dominance.39 At its cur-
rent and projected pace of advancement and employment, 
China’s space and counterspace programs present one of 
the most profound threats to United States and allied space 

This Chinese Yuan Wang space tracking ship, which supports space launch operations from positions in the Pacific, is part 
of China’s Space Situational Awareness network.
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operations for the foreseeable future. China will continue 
to advance these capabilities to more effectively enable and 
directly support land and maritime operations, particularly 
within its regional sphere of influence, and to support its 
broader and long-term global strategic, military, diplomatic, 
and economic goals.

United States forces and allies operating within the United 
States Indo-Pacific Command area of responsibility have 
likely encountered Chinese space and counterspace effects. 
The ongoing geopolitical dispute within the South China 
Sea highlights China’s resolve to obtain regional superiority. 
Regarding its counterspace systems within the South China 
Sea, China has deployed military-grade, truck-mounted 
jamming equipment in its buildup of military installations 
on its manmade islands. As of April 2018, U.S. officials con-
firmed two islands in the Spratly Island chain are equipped 
with jamming systems for targeting communications and ra-
dars.40 China will continue to use these systems as a deter-
rence for any future conflict within the region.

Other Emerging Counterspace Threats
Many other countries, some with small or no space pro-

grams, are also developing counterspace capabilities to 
defend their existing assets or to counter perceived ad-
versary threats in the electromagnetic spectrum. GPS and 
SATCOM jamming systems are the most prevalent counter-
space weapon worldwide. These technologies are becom-
ing easier to access, are more cost effective, and are simpler 
to operate for non-peer adversarial and lesser-developed 
countries than the more advanced counterspace weapons/
technologies—direct-ascent antisatellite missiles, directed-
energy weapons, or on-orbit systems. Nonetheless, some 
are being developed outside of China and Russia. For exam-
ple, India became the fourth country to successfully test a 
direct-ascent antisatellite missile, becoming the only other 
country to conduct a debris-producing test since China in 
2007.41 Though the satellite that was destroyed was one of 
its own in low Earth orbit, all spacefaring nations rebuked 
this test as an unnecessary debris-causing event. In the 
end, India’s strategic messaging goal, probably intended 
for Beijing, was most likely accomplished—to be seen as a 
space power. And by actually performing a kinetic test, New 
Delhi proved it has the means to acquire, track, and engage 
on-orbit targets. Though India’s counterspace capabilities 
technically pose a threat to United States space systems in 
low Earth orbit, they are not considered a direct threat.

Two other primary adversaries of the United States, Iran 
and North Korea, continue to advance their rudimentary 
counterspace capabilities, primarily with GPS and SATCOM 

jamming systems, to affect these critically enabling technol-
ogies for United States and allied operations, within their 
areas of influence.

Iran has publicly recognized the strategic value of space 
and counterspace capabilities and will likely attempt to 
disrupt or deny the United States and allied forces’ use of 
space capabilities during a conflict to the extent it is tech-
nically able to do so. Tehran also views its space program 
as a source of national pride, technological and economic 
development, and military modernization.42 Counterspace 
capabilities such as jamming and spoofing are considered 
regular tools in Iran’s weapons arsenal. There are con-
firmed, documented cases of Iran using these capabilities 
against international and regional television broadcasts. In 
2010, Iran jammed BBC and Voice of America SATCOM sig-
nals transmitting into Iran.43 It has publicly acknowledged 
that the Iranian government engaged in the jamming of for-
eign broadcast satellites and claimed the ability to spoof 
GPS receivers.44 Iran has continually demonstrated success-
ful EW attacks against both foreign government and civilian 
systems; United States and allied forces operating within 
Iran’s regional influence will likely continue to experience 
these effects. Iran has expanded its development of EW 
counterspace capabilities, and it will likely further advance 
those capabilities to target a greater range of SATCOM fre-
quencies used by the United States and allied militaries.

North Korea views denying the United States and its al-
lies the ability to use space during a conflict as a top pri-
ority. Similar to Iran, North Korea has employed EW attack 
capabilities, as well as GPS and SATCOM jamming, against 
adversaries within the region; however, North Korea keeps 
its counterspace doctrine and operational concepts largely 
under wraps.45 North Korea continually states that its space 
capabilities are for peaceful use and development and has 
spoken to the United Nations about its space program, 
seeking the acceptance and respect of its space program’s 
right to help the country grow economically.46 Despite con-
tinued statements that it only uses space for peaceful pur-
poses, North Korea has acquired EW systems and conducted 
EW attacks against space systems. In 2010, South Korea’s 
Defense Minister stated in a speech to parliament that 
“North Korea has imported vehicle-mountable devices ca-
pable of jamming GPS signals, from Russia.” That same year, 
South Korean forces experienced GPS jamming but were 
unable to locate the jammers at the time because the jam-
ming lasted only 10 minutes in each instance.47 Since 2010, 
numerous GPS interference events have been attributed 
to North Korea, which affected both civil and military sys-
tems, including aircraft and maritime vessels. North Korea is 
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improving its EW capabilities, as dem-
onstrated in continued GPS jamming 
and spoofing operations. U.S. and al-
lied forces within the region are likely 
to experience these capabilities during 
combined exercises and border patrols, 
and possibly other high-interest penin-
sular events. Accounting for these EW 
capabilities through the IPB process, 
for North Korea, Iran, or any other po-
tential adversary, will better position 
United States Army intelligence profes-
sionals to support operational planning 
and assist in mitigating these effects.

Despite the increasing, worldwide 
proliferation of counterspace systems, 
the greatest and most direct threats to 
United States and allied forces space 
operations are China and Russia. While both are pursuing, 
expanding, and fielding these capabilities, each has differ-
ent employment strategies, doctrines, and end states, but 
all with the goal of denying U.S. freedom of action in space.

Conclusion
Persistent and reliable satnav/PNT, SATCOM, ISR, and 

other key space-enabled services have come to be ex-
pected and virtually assumed in peacetime and throughout 
the spectrum of conflict; however, these critical services are 
threatened globally today and are no longer assured. This 
reality can be worrisome and could mean the difference 
between victory and defeat, but too often, it is overlooked 
or dismissed until it occurs. Our adversaries are placing a 
premium on both space-enabled operations and counter-
space applications, and we, as Army intelligence profession-
als, must be aware of their potential effects on land-based 
operations. When most intelligence officers participate in 
their formation’s war games or combined arms rehearsals, 
the injects are often based on traditional kinetic strikes on 
a friendly formation or possibly some sort of external force 
(weather, terrain, or unforeseen civilian interaction) that 
could halt or alter a formation’s movement.

The operational environment has forever changed, and 
we challenge Army intelligence professionals to now look 
and think outside the traditional box and present nontra-
ditional injects and analytic processes based on real-world 
developments and activities. Presume the opposing force 
will employ GPS and SATCOM jamming during the opera-
tion. We must think like, and ahead of, the adversary in or-
der to provide our leadership with greater insight into the 

adversary, the new threat paradigm, and a route toward 
mission success.

Today’s Army intelligence professionals must continue to 
think critically and holistically about the negative or inhibit-
ing effects that could be seen and experienced in the mod-
ern battlespace. In the landscape of military domains, space 
has emerged as a vital enabler for the spectrum of mod-
ern military operations, and we must now, more than ever, 
be aware of and understand its unique nature and threats. 
Therefore, it is our responsibility to characterize and advo-
cate for incorporating the reality of these new threats to 
this newest domain. Ultimately, we must support the com-
manders, planners, and operators at every level and in ev-
ery forum with accurate, timely, and actionable intelligence 
on adversary space and counterspace capabilities and in-
tentions. We must assist their ability to operate in spite of, 
and through, these new and evolving threats.
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