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Introduction
Open-source intelligence (OSINT) is likely the world’s oldest intelligence discipline. Exercised 
by Viking explorers, Roman Legionnaires, and Silk Road traders,1 OSINT was the dominant 
form of intelligence gathering through much of recorded history. From Hannibal’s knowl-
edge of Gallic separatist aspirations in northern Italy,2 to William the Conqueror’s use of 
local terrain knowledge in his defeat of the Ely Rebellion,3 decision makers have histori-
cally relied on publicly available information (PAI) to inform strategy and military tactics.

Despite performing admirably through the major wars of the 20th century, OSINT fell out 
of vogue after World War II in favor of more technical and clandestine collection capabilities. 
Signal intercepts and space-based satellite imagery were simply better suited for Cold War 
intelligence missions targeting the insular authoritarian regime behind the Iron Curtain.4 
While it remained a source of foundational intelligence, OSINT was unable to substantially 
contribute to the Nation’s foremost intelligence challenges, such as the readiness of Soviet 
troops, because the information available to OSINT collectors originated almost exclusively 
from the adversary’s own media sources. This trend began to reverse when the Berlin Wall 
fell, helping to foster the information revolution and global network integration. As social 
networks and mobile computing technologies gained global popularity, the OSINT collec-
tor suddenly gained access to billions of sources, who—through the course of their daily 
activities—shared a staggering amount of intelligence data.
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The value of PAI’s resurgence is demonstrated nowhere 
better than in Ukraine. Since Russia’s invasion in February 
2022, social media platforms such as Facebook, TikTok, and 
Telegram have become primary sources for current informa-
tion on the Russia-Ukraine conflict. In the West, both gov-
ernment intelligence agencies and private OSINT enthusiasts 
are using social media and other online sources to collect, 
correlate, and verify Russian military activities. Ukraine’s 
government has gone further by soliciting public observa-
tions and receiving tens of thousands of crowd-sourced re-
ports every day on Russian maneuvers.5 As suggested in ATP 
2-22.9, Open-Source Intelligence, “Circumstances have never 
been more favorable for using open-source information . . . 
The exponential increase in the number of publicly available 
information (PAI) sources worldwide provides an unprece-
dented opportunity for the intelligence warfighting function 
to support command and control.”6

Since the buildup of forces along the Russian-Ukraine bor-
der in 2021, PAI has provided consistent, timely, and accu-
rate insights into the preparation and prosecution of Russia’s 
invasion. This includes the staging of forces in Belarus, the 
initial attack targeting the Donbas region and Kyiv, the siege 
of Mariupol, and evidence of various alleged Russian atroci-
ties.7 Despite Russian attempts to disrupt internet and phone 
services in occupied areas, local citizens continue to collect 
and share tactical combat information via social media and 
other web-based repositories.8

OSINT’s utility during the Russia-
Ukraine conflict presents a compelling 
case for the Army intelligence enterprise 
to employ the discipline more broadly. 
OSINT is already widely acknowledged 
as a critical enabler for nonlethal target 
development, nonlethal effects assess-
ment,9 and cyber-enabled intelligence.10 
Recent global conflicts—and Ukraine in 
particular—demonstrate OSINT’s ability 
to enable tactical intelligence as well, 
including target intelligence and battle 
damage assessment (BDA).

Open-Source Intelligence and 
Tactical Intelligence

OSINT has enjoyed consistent success 
in recent conflicts. For example, after 
Russia’s 2014 occupation of eastern 
Ukrainian provinces, a team of Ukrainian 
military and private OSINT enthusiasts 
successfully verified the presence of 
Russian military forces—a fact long de-
nied by Moscow—through online pho-
tographs and personal social media 

accounts.11 Around the same time, the Defense Intelligence 
Agency was tracking Yemeni Houthi SCUD missile launches 
via Twitter,12 and other United States intelligence agencies 
leveraged social media to identify and target ISIS locations 
in Syria.13 Government and press reports since 2015 list doz-
ens of examples of PAI informing force protection,14 provid-
ing warning, 15 tracking enemy force projection,16 informing 
counterinfluence activities,17 and providing decisive input to 
tactical targeting efforts.

The 2022 National Defense Strategy discusses the critical 
nature of “mutually-beneficial Alliances and partnerships” 
and the need for a “whole-of-government” approach to 
strategic competition.18 This type of partnering requires the 
sharing of intelligence under a structured foreign disclosure 
plan. Of course, rigorous sanitization and disclosure review 
takes time; a limited resource in tactical environments. Raw 
publicly available data and information, on the other hand, 
is highly shareable. This makes OSINT an optimal choice for 
intelligence sharing, whether independently generated or 
corroborated with more traditional collection capabilities.

Open-Source Intelligence in Tactical Target 
Development

OSINT’s value on the modern tactical battlefield extends well 
beyond its ability to enable intelligence sharing and includes 
target development, BDA, and other direct support to mili-
tary operations. A 2019 Chairman of the Joint Chiefs of Staff 

Instruction defines targeting as “the 
process of selecting and prioritizing 
targets and matching the appropri-
ate response to them.”19 From a 
target selection standpoint, OSINT 
has much to offer. Public informa-
tion provides dynamic notification 
of high-value or high-payoff target 
identification, supporting dynamic 
targeting operations. This was 
demonstrated repeatedly during 
counter-ISIS operations in Syria and 
Iraq, as previously mentioned. It is 
also a common fixture in the con-
flict in Ukraine. For example, in 
mid-August 2022, Ukraine’s Armed 
Forces struck a Wagner mercenary 
headquarters in Popasna destroy-
ing the facility and killing an unver-
ified number of Russian mercenary 
fighters. According to statements 
from Ukraine’s Ministry of Defense, 
military forces identified the head-
quarters building after a Russian 
propagandist posted photos of the 
location on his Telegram page.20
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Public information also holds vast amounts of geospatial, 
structural, and cultural information to help “characterize the 
function, criticality, and vulnerabilities” of potential targets, 
supporting deliberate target development.21 Most often, this 
includes foundational intelligence information, such as the 
function of structures surrounding a military target, or the 
population’s composition and sympathies in an operating 
area. Sometimes, however, OSINT can be used to identify 
specific target locations for deliberate strikes. For example, 
the April 16, 2022, Russian missile strike on eastern Kyiv. The 
target—a workshop used to convert captured Russian equip-
ment for Ukrainian use—was struck by multiple missiles after 
Ukraine’s 1+1 News network ran a story on the operation. 
After the story’s release, Rybar (a pro-Russian OSINT consor-
tium) analyzed images from the video and published a report 
on VKontakte (a Russian social media platform) identifying 
the exact location of the workshop. Russia struck the site 
two days later destroying the factory and multiple captured 
military vehicles. Additionally, three Ukrainian civilians were 
reported killed in the strike.22

Open-Source Intelligence 
in Tactical Combat 
Assessment

The 2019 Chairman of 
the Joint Chiefs of Staff 
Instruction lists combat 
assessment, which in-
cludes the intelligence 
task of BDA, as another 
key component of the target-
ing process.23 Here too, OSINT 
is providing regular and discrete 
contributions. After Ukraine’s mid-Au-
gust 2022 strikes on Russia’s Saki airbase 
in Crimea, a combination of commercial im-
agery and social media videos verified the de-
struction of at least 10 Russian aircraft. Notably, a 
Russian Su-24, which was destroyed on the far west end 
of the airfield, did not appear on satellite imagery; however, 
separate ground-level social media videos verified its location 
and status despite apparent quick recovery by Russian forces.24

Commercial and private OSINT elements have also been 
surprisingly effective at cataloging combat losses. The result-
ing BDA registries rival the detail of public-sector intelligence 
agencies. Social media users like “OSINTtechnical” and “The 
Kyiv Independent”25 catalog daily strikes and individual equip-
ment losses, often including ground-level imagery from local 
witnesses. Analytics and conflict-tracking firms, such as the 
Turkish firm Oryx, catalog daily strikes and individual equip-
ment losses from a host of secondary sources. They provide 
verification of the dates, locations, and equipment types 

destroyed by Ukrainian strikes. Many of these sources also 
provide BDA data at no charge and to the public, exposing the 
resident data to further scrutiny, and improving its reliability.26

Challenges and Vulnerabilities of Open-Source 
Intelligence Derived Targeting

While the previous examples demonstrate OSINT’s practi-
cal applicability to the tactical targeting process, timeliness 
and reliability remain challenges. This is a result of the vol-
ume of PAI available to an OSINT collector. The information 
available online, on almost any topic, is so expansive that 
finding precise information on an issue may be prohibitively 
time-consuming. For example, an early October 2022 search 
for Twitter posts related to artillery or airstrikes in Ukraine 
returned more than 1.5 million results. If each post took 10 
seconds to review, an OSINT collector could review Twitter 
posts continuously for 6 months without reading the same 
post twice.27 Of course, Twitter is just one of a multitude of 
online repositories capturing statements, claims, and obser-
vations regarding the Ukraine conflict. While automation and 
commercial data analytic tools mitigate some of the informa-

tion overload, the problem is likely to persist as on-
line networks continue to grow and diversify.

The reliability of online data is also a 
persistent challenge. America’s com-

petitors are notorious for satu-
rating online platforms with 

fake news, fraudulent per-
sonas, and biased con-
tent.29 When applied 
deliberately and in a 
concerted manner, dis-
information campaigns 

can overwhelm legiti-
mate voices and create 

a corroboration challenge 
for OSINT collectors. One of 

the most noteworthy examples 
of this phenomenon was Russia’s attempt 

to use false flag incidents to justify the invasion of Ukraine. 
Fortunately, Ukrainian leaders effectively countered Russia’s 
propaganda campaign by using PAI to disprove Russia’s claims. 
Ukraine even turned the tables on Russia by using PAI to cat-
alog the atrocities incited by Russian aggressors on the peo-
ple and infrastructure of Ukraine, helping Ukrainian leaders 
garner and maintain international support.30

Conclusion
Russia’s 2022 invasion of Ukraine not only affirms the in-

telligence value of public data; it identifies several tactical 
applications for OSINT in a combat operations environment. 
OSINT offers a competitive advantage by tipping and cueing 
other intelligence disciplines, observing activity in denied 

“

”

The 
wide use of 

smartphones among 
Ukraine’s population 

effectively means millions 
of civilians are armed 

with sensors, something 
extremely hard for the 

Russian army to 
prevent.28
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locations, and delivering a releasable product to our allies 
and partners.31 Like other intelligence disciplines, OSINT 
remains vulnerable to adversarial deception. However, the 
Russia-Ukraine conflict demonstrates that crowd-sourced PAI 
can be applied to target intelligence and BDA functions at 
the tactical level with significant effect. Moreover, repeated 
failed attempts by the Russians to disrupt the information en-
vironment in eastern Ukraine demonstrates the resiliency of 
modern communication networks, implying that high-volume 
public information will likely be available for exploitation in 
a large-scale combat operations environment.
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