Subject:  Maintenance Action Message (MAM), for Global Broadcast Service (GBS) Transportable Ground Receive Suite (TGRS); AN/TSR-8, AN/TSR-11; NSN 5820-01-530-6498, 5820-01-530-6498; LIN: R30658



Subject:  Maintenance Action Message (MAM), for Global Broadcast Service (GBS) Transportable Ground Receive Suite (TGRS); AN/TSR-8, AN/TSR-11; NSN 5820-01-530-6498, 5820-01-530-6498; LIN: R30658

1. Distribution/Receipt Acknowledgement: Commanders/ Directors of Army Commands (ACOM)/ Army Service Component Commands (ASCC)/ Direct Reporting Units (DRU), Army National Guard (ARNG), US Army Reserve (USAR) Command, and other Service Commanders and Responsible Offices will retransmit this message to all subordinate Commanders/ Activities within 24 hours of receipt, and acknowledge acceptance of this message using the Modification Management Information System (MMIS) within 3 working days. Entry into MMIS is CAC protected and requires login through the Army Enterprise Systems Integration Program (AESIP). The website for AESIP is https://enterprise.armyerp.army.mil/. For instructions on how to report acknowledgement, using the MMIS Help function or contact the MMIS Helpdesk.

2. Compliance Reporting:

a. Compliance with this message shall be tracked in MMIS>

b. For any MMIS-specific questions, contact MMIS support e-mail: usarmy.redstone.logsa.mbx.mmis@mail.mil. 

c. For questions regarding this message, please contact Derrick Lee, ILS Manager, GBS TGRS; (443) 359-7090, Derrick.c.lee.ctr@mail.mil, DSN: 648-7090.

3. Message Library: This message will be available in the MMIS Safety and Maintenance Message Library at https://liw.logsa.army.mil. 

4. Background: To transition the AN/TSR-8 laptops operating system from Microsoft Windows 7 to Microsoft Windows 10 in order to improve the warfighters’ cybersecurity posture, configuration management, lower the cost of information technology (IT), and streamline the IT operating environment and meet the DOD’s Microsoft Windows 10 secure host baseline mandate.

5. [bookmark: _GoBack]User Actions: The Dell E6330/E6440 Laptops AN/TSR-8 (NSN: 7010-01-621-2128) must be UPDATED to the current GRS software version 6.1.1. User NEED to contact PEO-C3T, PM TN, PdM SATCOM representatives to receive v6.1.1 software ghost image on DVD for Dell E6330/E6440 Laptop. Follow software installation instructions for upgrading laptops from Win7 to Win10, provided in ATTACHMENT #1 (GBS WIN7 to WIN10 Software Installation Instructions 09242019). Once complete, Win10 users need to ensure their current GRS software version is 6.1.1.27 Patch 1, Security Update 3. Win10 over-the-air (OTA) Patch 2, Security Update has begun broadcasting with instructions. Patch 2 DVD will be included in the shipment with instructions. 

6. Additional Information: If user require assistance, contact the Air Force GBSOC Help Desk. The GBSOC is available 24 hours a day to provide assistance in the operation and maintenance of the GBS AN/TSR-8. The GBSOC can be reached by phone or e-mail:

a. GBSOC SCHRIEVER AFB, COLORADO SPRINGS, CO                      Phone: (719) 567-4271/4274; DSN: (312) 560-1683/1681                 STUIII: STE2: (719) 567-1683/1681; DSN: (312) 560-1683/1681 Unclassified E-mail: GBSOC@us.af.mil                                         SIPRNET E-mail: GBSOC@afspc.af.smil.mil 

7. Points of Contracts for questions regarding this message are:

a. PEO-C3T, PM TN, PdM SATCOM, Derrick Lee, ILS Manager, GBS TGRS; (443) 395-7090

b. PEO-C3T, PM TN, PdM SATCOM, Marie Hallock-Sweet, ILS Support, GBS TGRS; (443) 395-7101

c. PEO-C3T, PM TN, PdM SATCOM, Albert Jones, Fielding Manager, GBS TGRS, (443) 395-7085

d. PEO-C3T, PM TN, PdM SATCOM, Aboubacar Fofana, GBS TGRS APM, (443) 395-7089
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[bookmark: _Toc20221908]SCOPE

[bookmark: _Toc20221909]Identification

This document describes the software installation instructions for upgrading the AN/TSR-8 system environment from Windows 7 to Windows 10.



[bookmark: _Toc20221910]Document Overview

The purpose of this document is to provide:

Instructions for installing the RBM application software from DVDs containing TSR-8 6.1.1 Software ghost image.  



[bookmark: _Toc20221911]Version Description



[bookmark: _Toc439934100][bookmark: _Toc20221912][bookmark: _Toc415146512]Inventory of Material Released



The following is a list of all materials being released with this software version.

· AN/TSR-8 v6.1.1 software ghost image on DVD for Dell E6330/E6440 Laptop (4 disks)



Verify the SHA-256 checksum values of the files contained on the above disks against the list below.

Perform the following steps to verify the SHA-256 checksum value of the file contained on

the media.

NOTE

If any of the checksum values do not match the values listed in the below Table do not go forward with the installation and request a replacement disk(s).

(a) Insert the first Ghost Image DVD into the CD/DVD drive.

(b) Select Start. Type: Command Prompt, and press Enter.

(c) In the Command Prompt window, type D: and press Enter.

(d) In the Command Prompt window, type: Certutil –hashfile CDR00001.GHO SHA256

and press Enter. (This will take about 15 minutes.)

(e) Compare the Certutil output with the checksum value listed.

(f) Remove the Ghost Image DVD from the CD/DVD drive and insert the next disk.

(g) Repeat steps (d) to (f) for the remaining Ghost Image DVDs, using the appropriate file

name listed below.



		Disk #

		File Name

		SHA-256 Checksum



		1

		CDR00001.GHO

		e9 40 d4 5e 6d b9 b5 a8 75 2c c4 be b7 e4 dc 81 9a c6 0b 30 90 e3 df 6b 28 04 5c fd e7 74 de 54 



		1

		CDR00002.GHO

		ce db 0b d1 f2 12 e3 28 b3 4c 9e 80 b7 ba 92 38 da d3 96 b2 3b fe a4 77 9f 56 01 9c c2 13 3a 08



		1

		CDR00003.GHO

		16 4d e4 46 f7 54 2a 6a cf f8 93 34 2a 1e ab 98 9e ee 00 8a eb 6f d7 9c 5a 81 11 c5 be ff 02 c1



		1

		CDR00004.GHO

		31 f4 ba 91 18 43 80 72 fd e0 9d 66 d1 a7 6c 87 62 66 fe 9b 94 4d 4b 2b ae db 29 4c 93 30 63 05









[bookmark: _Toc20221913]Inventory of Software Contents

The following is a list of all software and licenses to be  installed on an RBM laptop. 

		Item Number

		Nomenclature

		NSN

		Part Number

		CAGEC

		QTY



		1

		Gold Disk RBM Ghost Boot Disk Version 12.0.0.10514 or newer.

		

		

		

		1



		2

		GBS Receive Broadcast Manager (RBM)

Software (GRS) Disk Image Set version 6.1.1 (Total of 4 DVDs in Set)

		

		

		

		1



		3

		GBS Unique License Disk

		

		

		

		1



		4

		* Kencast 9.1 license for RBM Type I

		

		

		

		1



		* User supplied.

		

		

		

		

		







[bookmark: _Toc20221914]Default Passwords



The following is the complete list of accounts with their default passwords which are contained in the image loaded.



		User Name

		Default Password



		Fazzt

		GenDyn1234567*(



		JBoss

		GenDyn1234567*(



		Ntp

		GenDyn1234567*(



		RBMBackupAdmin

		GenDyn1234567*(



		RBMDBAdmin

		GenDyn1234567*(



		RBMOperator

		GenDyn1234567*(



		RBMSecurityAdmin

		GenDyn1234567*(



		RBMUser

		GenDyn1234567*(



		sql_engine

		GenDyn1234567*(



		sql_owner

		GenDyn1234567*(









[bookmark: _Toc439842843][bookmark: _Toc439934102][bookmark: _Toc439842844][bookmark: _Toc439934103][bookmark: _Toc439842845][bookmark: _Toc439934104][bookmark: _Toc439842846][bookmark: _Toc439934105][bookmark: _Toc439842847][bookmark: _Toc439934106][bookmark: _Toc439842848][bookmark: _Toc439934107][bookmark: _Toc439842849][bookmark: _Toc439934108][bookmark: _Toc439842850][bookmark: _Toc439934109][bookmark: _Toc439842851][bookmark: _Toc439934110][bookmark: _Toc439842852][bookmark: _Toc439934111][bookmark: _Toc439842853][bookmark: _Toc439934112][bookmark: _Toc439842854][bookmark: _Toc439934113][bookmark: _Toc439842855][bookmark: _Toc439934114][bookmark: _Toc439842856][bookmark: _Toc439934115][bookmark: _Toc439842857][bookmark: _Toc439934116][bookmark: _Toc439842858][bookmark: _Toc439934117][bookmark: _Toc439842859][bookmark: _Toc439934118][bookmark: _Toc439842860][bookmark: _Toc439934119][bookmark: _Toc439842861][bookmark: _Toc439934120][bookmark: _Toc439842862][bookmark: _Toc439934121][bookmark: _Toc439842863][bookmark: _Toc439934122][bookmark: _Toc439842864][bookmark: _Toc439934123][bookmark: _Toc439842865][bookmark: _Toc439934124][bookmark: _Toc439842866][bookmark: _Toc439934125][bookmark: _Toc439842867][bookmark: _Toc439934126][bookmark: _Toc439842868][bookmark: _Toc439934127][bookmark: _Toc439842869][bookmark: _Toc439934128][bookmark: _Toc439842870][bookmark: _Toc439934129][bookmark: _Toc439842871][bookmark: _Toc439934130][bookmark: _Toc439842872][bookmark: _Toc439934131][bookmark: _Toc439842873][bookmark: _Toc439934132][bookmark: _Toc439842874][bookmark: _Toc439934133][bookmark: _Toc439842875][bookmark: _Toc439934134][bookmark: _Toc439842876][bookmark: _Toc439934135][bookmark: _Toc439842877][bookmark: _Toc439934136][bookmark: _Toc439842878][bookmark: _Toc439934137][bookmark: _Toc439842879][bookmark: _Toc439934138][bookmark: _Toc439842880][bookmark: _Toc439934139][bookmark: _Toc439842881][bookmark: _Toc439934140][bookmark: _Toc439842882][bookmark: _Toc439934141][bookmark: _Toc439842883][bookmark: _Toc439934142][bookmark: _Toc439842884][bookmark: _Toc439934143][bookmark: _Toc439842885][bookmark: _Toc439934144][bookmark: _Toc439842886][bookmark: _Toc439934145][bookmark: _Toc439842887][bookmark: _Toc439934146][bookmark: _Toc20221915] RBM Image Installation Instructions using GBS Gold Disk RBM Ghost Recovery CD



[bookmark: _Toc20221916]Prerequisites

The following requirements must be met in order for the RBM Application Software to install

successfully.

(1) Prior Ghost image backup of AN/TSR-8 in the unlikelyhood of an issue loading this software upgrade.

If there is no current TSR-8 backup, perform NGRT Server/RBM Server Image Backup per TM 11-5895-1752-13&P before executing the software upgrade from Windows 7 to Windows 10.



(2) Ghost bootable Software Media Version 12.0.0.10514 (or newer) from Symantec GHOST

SOLUTION SUITE 3.1.

(3) AN/TSR-8 GRS Release 6.1.1 Ghost Image Media listed in Section 3.2 (4 DVDs).

(4) Licenses: Unless otherwise noted in this section, all licenses are included on the License CD

that was delivered with the upgrade software.

(a) License for Windows 10 Enterprise 64-bit Operating System for each RBM.

(b) License for GlobalSCAPE CuteFTP 8 for each RBM.

(c) License file for KenCast Fazzt Enterprise Client 9.1 for each RBM.

1. The owner of the platform must provide the licenses for the KenCast

Fazzt E	nterprise Client 9.0 program. Please contact the GBSOC.

(d) Serial number for HyperTerminal Private Edition for each RBM.

(e) Serial number for VShell Server Administrative for each RBM.

(f) License information for WinSyslog Professional for each RBM.

(g) Configuration information for the owner specific mission



[bookmark: _Toc20221917]GBSOC Contact Information

If any GBS TM help is required, users may contact the Air Force GBSOC Help Desk.The GBSOC is available 24 hours a day to provide assistance in the operation and maintenance of the GBS TSR-8. The GBSOC can be contacted when any problems are encountered. The GBSOC can be reached by phone or e-mail.



[bookmark: _GoBack]GBSOC SCHRIEVER AFB, COLORADO SPRINGS, CO

Phone: 719-567-4271/4274 DSN1: 312-560-4271/4274

STUIII: STE2: 719-567-1683/1681 DSN: 312-560-1683/1681

Unclassified E-mail: GBSOC@us.af.mil

SIPRNET E-mail: GBSOC@afspc.af.smil.mil



[bookmark: _Toc20221918]APPENDIX A. UPGRADE INSTRUCTIONS



Identification. This appendix contains procedures for upgrading the AN/TSR-8 from Windows

7 to the Windows 10 Operating System.



A-2. SETUP/PREREQUISITES



a. Requirements before proceeding.



(1) Software Media Needed. See section 2.2.



(2) AN/TSR-8 Unclassified Laptop with Windows 7 and fully operational AN/TSR-8 RBM Enclave.



(3) Contact GBSOC for a new KenCast license file(s) compatible with Windows 10. 

Copy the file to a CD/DVD.



A-3. PRE-SOFTWARE INSTALLATION REQUIREMENT FOR IDC IRD MODEM



a. IDC IRD SSL Requirement to interface with Windows 10 Image.

Follow procedures below to verify IDC has proper software update before Image software is

loaded.



NOTE

Microsoft updated the minimum encryption standard for HTTPS, therefore the

IDC IRD SSL Certificate must be updated to allow interoperability with Internet Explorer 11.



The following steps are for the IDC Product version SFX-00AC52 which is displayed on

the Login or Identity page. Steps for other versions may vary slightly.



(1) Login to the IDC IRD Web Interface:



(a) Open and Login into the GRS Client software.



(b) Select the Status tab.



(c) From the Device Navigation pane, select IDC IRD.



(d) From the Links pane, click Configuration.



(e) If the Certificate Error Message is displayed, select “Continue to this website

(not recommended).” Repeat this step as necessary.









NOTE

Standard user name (admin) / password (12345).

(f) From the IDC IRD Login page (Figure 4-1), enter User name and Password, click

Login.











[image: ]

[bookmark: _Ref18345786][bookmark: _Toc20221937] 					Figure 4‑1.   IDC IRD Login Page.

 (2) Determine if the SSL Certificate update is required based on the current IDC IRD Identity

DAs number:



(a) From the IDC IRD GUI (Figure 4-2), select the Identity link on the top left corner of the screen.



(b) From the Identity page, note the DAs number.







[image: ]

[bookmark: _Toc20221938]Figure 4‑2.   IDC IRD Identity Page.		

(c) If the first four digits of the DAs number are below 1401, then the IDC IRD SSL Certificate Iupdate is required. If not required, go to Section A-4 Software Installation.



(3). Perform the following steps to update the SSL Certificate:

(a) From the IDC IRD GUI (Figure 4-3), select the Upgrade link on the top

right corner of the screen.













[image: ]



[bookmark: _Toc20221939]Figure 4‑3.   IDC IRD Upgrade Page.

(b) Insert the Unique License disc into the CD/DVD drive and click on the Browse

button. Select the path to the SSL Certificate update file DA_1401_for_31xx.idc.



(c) Once the file path is selected, click on the ‘Send Upgrade’ button. File will load

and IRD will reboot. Wait for the update to complete.



(d) Verify the SSL Certificate is updated successfully:



1 Login to the IDC IRD Web Interface. From the IDC IRD GUI, select the

Identity link on the top left corner of the screen.



2 From the Identity page (Figure A-2), verify the first four digits of the new DAs number are 1401.



3 IDC IRD SSL Certificate update is now complete. Log off IDC IRD Web Interface.





[bookmark: _Toc20221919]A-4. SOFTWARE INSTALLATION



[bookmark: _Toc20221920]TSR-8 GBS Release 6.1.1 Ghost Image Verification.



Follow procedures below to verify AN/TSR-8 GBS Release 6.1.1 ghost image (set of 4 DVDs).



(1) Verify Installation Files.



(2) Perform the following steps to verify the SHA-256 checksum value of the file contained on

the media.



NOTE

If any of the checksum values do not match the values listed in Table A-1 do not go forward with the installation and request a replacement disk(s).



(a) Insert the first Ghost Image DVD into the CD/DVD drive.



(b) Select Start. Type: Command Prompt, and press Enter.



(c) In the Command Prompt window, type D: and press Enter.



(d) In the Command Prompt window, type: Certutil –hashfile CDR00001.GHO SHA256

and press Enter. (This will take about 15 minutes.) See Figure 5-1.



(e) Compare the Certutil output with the checksum value (Figure 5-1) listed in Table A-1.



(f) Remove the Ghost Image DVD from the CD/DVD drive and insert the next disk.



(g) Repeat steps (d) to (f) for the remaining Ghost Image DVDs, using the appropriate file

name in Table A-1.













Table A-1. Ghost Image on DVD for Dell E6330/E6440 Laptop (4 disks, version 6.1.1 Rev B or newer

and one Ghost Boot disc).



		Disk #

		File Name

		SHA-256 Checksum



		1

		CDR00001.GHO

		e9 40 d4 5e 6d b9 b5 a8 75 2c c4 be b7 e4 dc 81 9a c6 0b 30 90 e3 df 6b 28 04 5c fd e7 74 de 54 



		1

		CDR00002.GHO

		ce db 0b d1 f2 12 e3 28 b3 4c 9e 80 b7 ba 92 38 da d3 96 b2 3b fe a4 77 9f 56 01 9c c2 13 3a 08



		1

		CDR00003.GHO

		16 4d e4 46 f7 54 2a 6a cf f8 93 34 2a 1e ab 98 9e ee 00 8a eb 6f d7 9c 5a 81 11 c5 be ff 02 c1



		1

		CDR00004.GHO

		31 f4 ba 91 18 43 80 72 fd e0 9d 66 d1 a7 6c 87 62 66 fe 9b 94 4d 4b 2b ae db 29 4c 93 30 63 05

















[image: ]



[bookmark: _Toc20221940]Figure 5‑1.   Verify Checksum Value Using CertUtil Command.










[bookmark: _Toc20221921]Install TSR-8 GRS Release 6.1.1 Ghost Image.



Follow procedures below to install AN/TSR-8 ghost image (set of 4 DVDs).



(1) Configure BIOS settings for booting from the DVDs.



(a) Disconnect the RBM laptop from the network (for IA considerations).



(b) Perform following steps to configure the BIOS settings for booting from the DVDs.



1 Reboot the RBM laptop. While the laptop is rebooting, press F2 key until the

Setup Unlock Menu appears.

NOTE

If the RBM laptop boots before the Boot Menu can be brought

up, repeat the step above.



2 Enter the BIOS admin password (if prompted), select OK. The default BIOS

Password is GenDyn1234567*(



3 Perform the following steps to verify/enable Legacy boot mode with Secure Boot

disabled:



a Select Secure Boot> Secure Boot Enable, select Disabled, on the

Warning pop- up select Yes, click Apply (if not grey).



b Select General > Advanced Boot Options, check Enable Legacy Option

ROMs, click Apply (if not grey).



c Select General > Boot Sequence, set Boot List Option to Legacy, click

Apply (if not grey).



4 Click Exit. While laptop is rebooting, press the F12 key until the Boot Menu appears.



(2) Install AN/TSR-8 GRS Release 6.1.1 Ghost Image (Dell E6330 or Dell E6440 RBM laptop): Follow the steps below to install the image on a Dell E6330 or Dell E6440 RBM laptop from a  set of DVDs containing a GRS Ghost image.



CAUTION

This procedure will delete all content from the laptop.



(a) If the RBM laptop boots before the Boot Menu appears reboot the RBM laptop.



(b) While rebooting, press the F12 key until the Boot Menu appears.



(c) Insert the Ghost Boot Disk into the CD/DVD drive. Wait until the disk stops reading before

proceeding.



(d) On the Boot menu, use the up/down keys to select the CD/DVD/CD-RW Drive, press Enter.



(e) If prompted to press any key, press Enter.



(f) Wait for the Ghost software to load.



(g) On the About Symantec Ghost welcome banner, click OK.



(h) Remove the Ghost Boot Disk from the CD/DVD drive.



(i) Insert disk 1 of the AN/TSR-8 GRS Release 6.1.1 Ghost Image disk set into the CD/DVD drive, click OK.



(j) Select Local > Disk > From Image with mouse and Left click.



(k) Click inside the Look in box until CDR00001.GHO is found. Click on it.



(l) On the Select local destination drive, click OK.



(m) On the Destination Drive Details display, click OK.



(n) On the Question: Proceed with disk restore? pop-up window, click Yes.



(o) The progress indicator will be displayed and updated in real time. When the pop-up window Span Volume [1] Done: Symantec Ghost needs to open the next part of the image appears, remove the current disk, insert the next disk of the AN/TSR-8 GRS Release 6.1.1 Ghost Image disk set into the CD/DVD drive, and click OK.



(p) Repeat step (o) until Clone Complete pop-up window appears.



(q) Remove the last disk of the AN/TSR-8 GRS Release 6.1.1 Ghost Image disk set from the CD

DVD drive.



(r) On the Clone Complete pop-up window, click Reset Computer. The computer will reboot.



(s) While the laptop is rebooting, press the F2 key until the Setup Unlock Menu appears.



 (3) Configure BIOS settings to the standard Windows 10 configuration.









NOTE

If the RBM laptop boots before the Boot Menu can be brought up, a message

Invalid partition table! is displayed, power cycle the RBM laptop and press the F2

key until the Setup Unlock Menu appears.



(a) Enter the BIOS admin password GenDyn1234567*( click OK.



(b) Enable UEFI boot mode with Secure Boot:



1 Select General > Boot Sequence, set Boot List Option to UEFI, and click Apply.



2 Select General > AdvancedBootOptions, un-checkEnableLegacyOption ROMs, and

click Apply.



3 Select Secure Boot > Secure Boot Enable, select Enabled, and click Apply.



4 Select VirtualizationSupport > Virtualization, uncheck EnableIntel Virtualization

Technology, and click Apply.



5 Click Exit, the RBM laptop restarts.






[bookmark: _Toc20221922]Post-Image Procedures.



The following sub-sections should be executed after the GRS Release 6.1.1 ghost image has been installed. Follow the steps in each sub-section.



(1) Configure BIOS settings.



(a) Perform following steps to configure BIOS settings:



1 Reboot the laptop. While the laptop is rebooting, press the F2 key until the Setup Unlock Menu appears. If the RBM laptop boots before the Setup Unlock Menu appears, try again.



2 Enter the password GenDyn1234567*( click OK.



a Select Security > TPMSecurity.



b SelectTPMSecurity checkbox, click Apply



c Select Activate, click Apply.



3 Click Exit. The laptop restarts.



 (2) Set default Password for RBMOperator and RBMUser accounts.



NOTE

The default Administrator username and password for the RBM laptop is

RBMOperator / GenDyn1234567*(



The password for the RBMOperator and RBMUser accounts expire in 60 days.



(a) Perform following steps for initial User password profiles.



1 Press Enter twice to access WIN10 Login menu.



2 Use mouse to select RBMBackupAdmin user account.



3 Type in password GenDyn1234567*( and press Enter. Desktop will be created.



4 Allow time for initial software activations; do not take any actions until Unclassified Banner is displayed on the top of the desktop.



5 In the Search Window type Computer Management, select Computer

Management Desktop app.



6 On the User Account Control window, click Yes.



7 From the Computer Management menu, left pane Computer Management

(Local), System Tools, expand Local User Groups and select Users.



8 Perform below steps for the RBMOperator and RBMUser accounts



a Right click on account and select Properties.



b Deselect User must change password at next logon.



c Select Password never expires, click Apply and OK.



9 Close all open windows, perform Sign out for RBMBackupAdmin account.



 (3) Install Device Drivers for Dell E6440 RBM laptop only. To determine the laptop model number,

look at the lower left corner of the keyboard (Figure 5-2). (If the laptop is not a Dell E6440, go to

Step (5.4)).
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[bookmark: _Toc20221941]Figure 5‑2.   Dell E6440 Laptop Model Number.



(a) Log into the RBM laptop using the RBMOperator account.



(b) For Dell E6440 RBM laptop, perform the following steps to install the device drivers:



1 In the Search Windows, type: Command Prompt, right-click on Command

Prompt Desktop app, and select Run as Administrator



2 On the User Account Control window, click Yes.



3 In the Command Prompt window, type: cd C:\GBS\Applications\Misc, press Enter.



4 In the Command Prompt window, type: install_Device_Drivers.bat, press Enter.



5 Wait for the script to complete



6 Restart the RBM laptop.



 




[bookmark: _Toc20221923]Windows Product Key and Authentication.



(a) Login to RBM laptop using the RBMOperator account to perform the tasks below.



(b) Windows Product Key Entry and Windows OS Authentication Pre-requisite: Windows Product Key.



1 Select Search Windows, type: Command Prompt, right-click on Command Prompt Desktop app,and select Run as administrator.



2 On the User Account Control window, click Yes.



3 From the Command Prompt window, type: slmgr /ipk B8CVN-H8JD6-H33CM-RYMDK-6CQF4, and   press Enter (Figure 5-3).
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[bookmark: _Toc20221942]Figure 5‑3.   Enter product Key.



4 On the Windows Script Host window, click OK (Figure 5-4).
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[bookmark: _Toc20221943]Figure 5‑4.   Windows Script Host.



5 From the Command Prompt window, type: slui 4, and press Enter (Figure 5-5).
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[bookmark: _Toc20221944]Figure 5‑5.   slui 4 command.



6 On the Select your country or region screen, select United States, click Next (Figure 5-6).
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[bookmark: _Toc20221945]Figure 5‑6.   Select your country or region.



7 Call the toll free number displayed on Call and provide your installation ID screen, and follow the directions given over the phone (Figure 5-7).



a When asked For security purposes, please enter the following number on your phone’s touch tone pad, type the number provided on the phone pad.



b When asked If you’re trying to activate Windows 10, press 1. Logical questions are asked.



c W hen asked Which kind of product would you like to activate?, say Windows 10.



d When asked Are you at your computer with the activation screen opened? Say Yes.



e If asked W ould you like to give me a smart phone number, so that you can use that phone to activate your product?, Say No, you will be connected to an operator.
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[bookmark: _Toc20221946]Figure 5‑7.   Call and provide your installation ID screen.



f When asked to provide the installation ID, either say it or enter via the phone pad, one group of the numbers at a time. The installation ID is displayed on the Call and provide your installation ID screen.



g When the installation ID is successfully verified, the Confirmation ID will be provided over the phone. From the Call and provide your installation ID screen, select Enter confirmation ID.



h When asked Are you ready to get started?, Say Yes.



i From the Enter your confirmation ID screen, as the activation service recites each group of the confirmation ID, enter each group of the confirmation ID into the blocks labeled A through H (Figure 5-8).



NOTE

After each group of the confirmation ID is read: 



Repeat to have the current block read again. Back up to go to the previous block.



Start Over to go back to block A. Retain the Confirmation ID for future reference for this machine.
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[bookmark: _Toc20221947]Figure 5‑8.   Confirmation ID screen.



j W hen the confirmation ID is correctly entered, say I am finished.



k From the Enter your Confirmation ID screen, click Activate Windows.



l From Thanks, you’re all done screen, click Close (Figure 5-9).
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[bookmark: _Toc20221948]Figure 5‑9.   Windows is Successfully Activated.



m End the phone call to the Windows Activation Line. Windows 10 Enterprise is now activated on this RBM laptop.



n From the Command Prompt window, type: exit, and press Enter.




[bookmark: _Toc20221924]CuteFTP 8 Licensing.



(a)Pre-requisite: CuteFTP Product Key found on Unique License disc.



(b)The RBM Software installation will include a general product key aka Serial Number for the RBM to use.



The following steps should be used to store a site specific key for the GlobalSCAPE CuteFTP COTS product:



1 Log into the RBM laptop using the RBMOperator account.



2 Open file containing CuteFTP License, copy CuteFTP License.



3 In the Search Windows, type CuteFTP 8, and click on CuteFTP 8 Professional Desktop app.



4 On the Welcome to CuteFTP 8 Professional display, click Enter Serial Number.



5 Paste into the Serial Number field, click Next.



6 Fill in the Registration Details according to the System Administrator Specifications and click Next.



(c)When connection to the registration server fails do the following steps:



1 Select option Email a registration request to our support staff (Figure 5-10).
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[bookmark: _Toc20221949]Figure 5‑10. CuteFTP Registration.





2 On CuteFTP 8.3 Professional Registration Wizard, click Next.



3 A window will appear stating that it will attempt to launch your default e-mail client, click OK.



4 Close the Mail application.



5 Click Continue.



6 On the CuteFTP Connection Wizard screen, click Cancel.



7 On the CuteFTP pop-up screen, click Yes.



8 On the Tip of the Day pop-up screen, click Close. Close CuteFTP.






[bookmark: _Toc20221925]HyperTerminal Licensing.



(a) Pre-requisite: Hyper Terminal Private Edition Serial Number found on Unique License disc.



1 Log into the RBM laptop using the RBMOperator account.



2 Open file containing Hyper Terminal Serial Number, copy Serial Number.



3 In the Search Windows, type HyperTerminal Private Edition, right-click HyperTerminal

Private Edition Desktop app and select Run as administrator.



4 On the User Account Control window, click Yes.



5 Dialog asking to register this copy is displayed, click Yes (Figure 5-11).
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[bookmark: _Toc20221950]Figure 5‑11. HyperTerminal register Prompt.



6 Paste Serial Number and click OK (Figure 5-12).
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[bookmark: _Toc20221951]Figure 5‑12. HyperTerminal Serial Number.



7 On the HyperTerminal Private Edition Trial prompt, click OK (Figure 5-13).
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[bookmark: _Toc20221952]Figure 5‑13. HyperTerminal Registration Confirmation.



8 Hyper Terminal is now registered and ready for use.



9 On the Default Telnet Program? dialog, check Don’t ask me this question again, and click

No. HyperTerminal will open (Figure 5-14).
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[bookmark: _Toc20221953]Figure 5‑14. HyperTerminal Default Program Prompt.



10 On the Location Information dialog, enter a value for the area code (the value does not matter) and click OK (Figure 5-15).
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[bookmark: _Toc20221954]Figure 5‑15. HyperTerminal Location Information.



11 On the Phone and Modem dialog, click OK (Figure 5-16).
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[bookmark: _Toc20221955]Figure 5‑16. HyperTerminal Phone and Modem.



12 On the dialog asking to install a modem, click No (Figure 5-17).
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[bookmark: _Toc20221956]Figure 5‑17. HyperTerminal Install Modem Prompt.



13 Select Cancel, and Close HyperTerminal application.




[bookmark: _Toc20221926] KenCast Licensing.



NOTE

The Unique KenCast KCL file must be loaded correctly.



NOTE

Contact the GBSOC to verify the correct Kencast License is being used.





(a) The RBM image is not delivered with an active KenCast license. A valid KenCast license must be installed.



1 On the right of the System tray click on the upward symbol, click and drag the Fazzt icon (purple antenna) to the System tray for easier viewing.



2 If Fazzt is running, in the System Tray right-click on the Fazzt icon, and select Stop Fazzt, click OK.



3 Copy the KenCast license file from the CD/DVD to the desktop.



4 Double click on the KenCast license file icon.



5 On the User Account Control window, click Yes.



6 A pop-up will appear after successful installation, click OK.



7 In the System Tray, right-click on the Fazzt icon, and select Start Fazzt.



8 On the User Account Control window, click Yes.




[bookmark: _Toc20221927]VShell Licensing.



(a) Open file containing VShell License Data, copy VShell 4.2 License Data. (Figure 5-18).
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[bookmark: _Toc20221957]Figure 5‑18. VShell License Block Window.



(b) Installing VShell License Key.



1 In the Search Windows, type Vshell and under Apps click on VShell.



2 On the User Account Control window, click Yes.



3 In the VShell window, click Enter License Data… (Figure 5-19).
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[bookmark: _Toc20221958]Figure 5‑19. VShell Window.



4 In the License Wizard, click Finish (Figure 5-20).
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[bookmark: _Toc20221959]Figure 5‑20. License Accepted..



5 In the VShell window, click OK (Figure 5-21).
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[bookmark: _Toc20221960]Figure 5‑21. VShell Category Window.



6 VShell is now registered and ready for use.




[bookmark: _Toc20221928]WinSyslog Licensing.



(a) Open file containing WinSyslog License Key(s) information, copy License Key(s) (Figure 5-22).
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[bookmark: _Toc20221961]Figure 5‑22. WinSyslog Client - License.



(b) Installing WinSyslog registration number.



1 In the Search Windows, type WinSyslog Configuration, click WinSyslog Configuration

Desktop app.



2 On the User Account Control window, click Yes.



3 In the WinSyslog Configuration Client window, select General>License (Figure 5-23).



4 Manually enter the Registration Name as it appears in the license file shown as License Name.



5 In the License pane, click on Import from Clipboard and the keys will auto-populate.



6 Click Verify License. Verify confirmation message of Your license appears to be VALID, click

OK.
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[bookmark: _Toc20221962]Figure 5‑23. WinSyslog Configuration Client Window.



7 Click Save Icon at the top of the window.



8 Click File>Quit.



9 WinSyslog is now registered and ready for use.



[bookmark: _Toc463350094][bookmark: _Toc20221929]
Change the Computer Name

Follow the steps below to change the computer name when directed by your Network System Administrator.  The computer name only needs to be changed when multiple RBM laptops are present on the same network.  If the RBM is standalone, i.e. not connected to a network, or there is only a single RBM on the local Network, then this section can be skipped.



1. Click the Start button[image: Picture of the Start button], type “Rename this computer”, and then press Enter.



2. On the Computer Name tab, click Change…



3. On Computer Name/Domain Changes display, enter new computer name into Computer name field.  Ensure that new name contains only standard characters which include letters (A-Z, a-z), digits (0-9), and hyphen (-).



4. On Computer Name/Domain Changes display, click OK.



5. On the Computer Name/Domain Changes popup display, click OK.



6. On System Properties display, click Close.



7. On Microsoft Windows popup display, click Restart Now.






[bookmark: _Toc20221930]ConfigureType I and Type II IP Addresses.



(a) Login into server using RBMOperator account.



(b) In the search windows field type: Network and Sharing Center and press Enter. The

Network and Sharing Center window opens (Figure 5-24).





[bookmark: Figure_A-24._Network_and_Sharing_Center][bookmark: Figure_A-25._Network_Connections][image: ]



[bookmark: _Toc20221963]Figure 5‑24. Network and Sharing Center.



(c) Click on Change adapter settings, Network Connections screen is displayed (Figure 5-25).
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[bookmark: _Toc20221964]Figure 5‑25. Network Connections.



 (d) Right-Click Ethernet and select Properties (Figure 5-26).
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[bookmark: _Toc20221965]Figure 5‑26. Network Connections Properties.



(e) On the User Account Control screen click Yes.



(f) The Ethernet Properties window opens (Figure 5-27).
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[bookmark: _Toc20221966]Figure 5‑27. Ethernet Properties.



(g) Click on Internet Protocol Version 4 (TCP/IPv4), and select Properties. The Internet Protocol

Version 4 TCP/IPv4) Properties window opens (Figure 5-28).
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[bookmark: _Toc20221967]Figure 5‑28. Internet Protocol Version 4 TCP/IPv4 Properties.



(h) Select the radio button Use the following IP Address and enter the following IP Address and

Subnet mask per Server Type. Type II shown (Figure 5-29).



1 Type I

IP Address: 172.16.1.1

Subnet Mask: 255.255.255.0

Default Gateway: Leave blank

2 Type II

IP Address: 172.16.0.1

Subnet Mask: 255.255.255.0

Default Gateway: Leave blank
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[bookmark: _Toc20221968]Figure 5‑29. Internet Protocol Version 4 TCP/IPv4 Properties.



 (i) For Type I and Type II Servers click the Advanced… button, in the advanced TCP/IP settings

window under IP addresses, click the Add… button.



1 Type I server enter the following and click Add after each address (Figure 5-30).



IP Address: 	172.16.0.1

Subnet Mask: 	255.255.255.0



IP Address: 	172.16.10.1

Subnet mask: 	255.255.255.0



IP Address:	192.168.1.2

Subnet Mask:	 255.255.255.0



2 Type II server enter the following and click Add after each address.



IP Address:	172.16.1.1

Subnet Mask:	255.255.255.0



IP Address:	172.16.10.1

Subnet Mask:	255.255.255.0



IP Address:	192.168.1.2

Subnet Mask: 	255.255.255.0
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[bookmark: _Toc20221969]Figure 5‑30. Advanced TCP/IP Settings.



 (j) Click OK to close the Advanced TCP/IP Settings window.



(k) Click OK again to close Internet Protocol Version 4 (TCP/IPv4) Properties window.



(l) Click Close to exit Ethernet Properties window.



(m) Close Network Conncetions window.



(n) Close Network and Sharing Center window.






[bookmark: _Toc20221931]Add new Technical Manual to Configurator Software.



(a) Login into server using RBMOperator account.



(b) Navigate to the Unique License disc, copy TM and place on Desktop.



(c) Rename TM to TSR8.pdf.



(d) Copy TM.



(e) Navigate to C:\GBS \Manuals \Devices.



(f) Paste TM (TSR8) into Devices folder.



1 From Replace or Skip Files menu, select Replace the file in the destination.



2 From Destination Folder Access Denied menu, select Continue.



3 On the User Account Control window, click Yes.



4 Close Devices window.






[bookmark: _Toc20221932]Remove Cisco ASDM-IDM Launcher Program.



(a) Login into server using RBMOperator account.



(b) In the Search Windows, type Control Panel, and click on Control Panel Desktop app.



(c) Under Program click Uninstall a program.



(d) Right click Cisco ASDM-IDM Launcher and select Uninstall.



(e) From Programs and Features screen click Yes.



(f) On the User Account Control window, click Yes.



(g) Close the Programs and Features menu.



(h) From desktop right click on ASDM Launcher Icon and select Delete.



(i) From desktop right click on Recycle Bin and select Empty Recycle Bin.



(j) From Delete File screen click Yes.




[bookmark: _Toc20221933] Copy Desktop Shortcuts for STB Config and STB Set IP Programs.



(a) Login into server using RBMOperator account.



(b) Click on Windows Icon, pull task bar down to STB Config.



(c) Expand STB Config, right-click on STB Config, select More, select Open file location.



(d) Right click, Copy shortcut and Paste to desktop.



(e) Click on Windows Icon, pull task bar down to STB Set IP.



(f) Expand STB Set IP, right-click on STB Setup, select More, select Open file location.



(g) Right click, Copy shortcut and Paste to desktop.






[bookmark: _Toc20221934] Run Configurator program.



(a) Navigate to C:\GBS\Applications and double click GBS_RBM_Configuration.exe.



(b) On the User Account Control window, click Yes.



(c) The Setup –GBS RBM Configuration windows opens (Figure 5-31), click Next.
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[bookmark: _Toc20221970]Figure 5‑31. Setup - GBS RBM Configuration.



(d) Uncheck check box for “This is the initial install for this RBM” (Figure 5-32), click Next.
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[bookmark: _Toc20221971]Figure 5‑32. Setup - GBS RBM Configuration Initial Installation.



(e) The Setup – GBS RBM Configuration Receive Suite Configuration screen opens (Figure 5-33),

enter the following values in the fields.



1 Receive Suite Name: enter unit name (Battalion_Brigade_Division)



2 Receive Suite Description: TSR-8



3 RBM ID (Kencast License Number): i.e. 888123



4 Receive Suite Size: LEGACY



5 Receive Suite Type: TSR-8



6 Receive Suite Enclave: Select appropriate classification of server



NOTE

Verify the correct Kencast License is being used for the appropriate

classification of server.



NOTE

Contact the GBSOC to verify the correct Kencast License is being used.
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[bookmark: _Toc20221972]Figure 5‑33. Setup - GBS RBM Configuration Receive Suite Configuration.



(f) When all the fields have been filled click Next.



(g) The Setup – GBS RBM Configuration Device Configuration screen opens (Figure 5-34).



(h) For the Type 1 Server ensure the following values are set per Figure 5-34. However, the Managed

Ethernet Switch in the RBM Enclave is either Milan SM8002TG or SMC6709FL2.
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[bookmark: _Toc20221973]Figure 5‑34. Setup - GBS RBM Configuration Device Configuration  (CLASSIFIED Enclave)



 (i) For the Type II Server ensure the following values are set per the image below (Figure 5-35).
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[bookmark: _Toc20221974]Figure 5‑35. Setup - GBS RBM Configuration Device Configuration (UNCLASSIFIED Enclave)



(j) When the values are entered click Next.



(k) The Setup – GBS RBM Configuration Additional Device Configuration screen opens (Figure 5-36).



(l) For both Uclassified and Classfied servers leave defaulted as shown in the image below, click Next.
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[bookmark: _Toc20221975]Figure 5‑36. Setup - GBS RBM Configuration Additional Device Configuration.



 (m) The Setup – GBS RBM Configuration Ready to Install screen opens (Figure 5-37), click Install.
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[bookmark: _Toc20221976]Figure 5‑37. Setup - GBS RBM Configuration Ready to Install.



(n) When installation completes the radio button defaults to Yes, restart the computer now, click Finish.



(o) Connect the Classfied Server to the Managed Ethernet switch and the Unclassfied Server to the Unmanaged Ethernet Switch via rear patch panel.



(p) Login using RBMOperator account, Open and Login RBMClient software using RBMUser account and

verify operation.
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Note:  The following steps are required and MUST be executed on the unclassiiied and classified  laptop.



1. Select the Windows Start button > All Programs > Accessories > Command Prompt, right-click Command Prompt and select Run as Administrator.



2. Type: cd C:\GBS\Applications\Misc and hit enter.



3. Type disableRBM.bat and hit Enter.



4. Wait for disableRBM to complete.



5. Type switchToPassword.bat and hit Enter.



6. Wait for switchToPassword to complete.



7. Type enableRBM.bat and hit Enter.



8. Wait for enableRBM to complete.



9. Reconnect the RBM to the network.
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[bookmark: _Toc20221936]APPENDIX B. OPERATIONAL CHECKOUT

B-1. SCOPE



Identification. This appendix contains procedures for verifying that the NGRT Server/RBM

Server can receive Transponder Lock and video.



B-2. SETUP



Software Media Needed. Not applicable.



B-3. PREREQUISITES



a. RBM Equipment Configuration.



(1) Connect NGRT Server/RBM Server to network.



(2) Login as RBM Operator.



(3) Configure NGRT/RBM equipment to receive GBS broadcast.



(4) At NGRT Server/RBM Server desktop, double-click RBM_Client icon. RBM Client login

page is displayed.



(5) If the Certificate Error Message is displayed, select “Continue to this website

(not recommended).” Repeat this step as necessary.



(6) At User Name: field, type RBMUser.



(7) At Password: field, type GenDyn1234567*(



NOTE

Three unsuccessful attempts at logging in will lock out user.



(8) Click Login. Last login failure popup box is displayed.



(9) Click OK.



(10) Click Configuration tab.



(11) At left side of window, click Channels. Channels window is displayed (Figure 6-1).
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[bookmark: _Toc20221977]Figure 6‑1.   Configuration Tab - Channels Window.



(12) Click New.... New Channel popup box is displayed (Figure 6-2).
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[bookmark: _Toc20221978]Figure 6‑2.   New Channel Popup Box.



(13) At Multicast Address field, enter IP address of KenCast channel.



(14) At Port field, enter port number.



(15) At Description field, enter channel description.



(16) Click Save.



(17) Repeat for any additional channels to be added.



B-4. VERIFY RECEPTION



(1) In lower left corner of RBM Client, verify checkmark on green circle with transponder ID is

displayed.



(2) Click Content tab.



(3) Adjust start time filter for display and click Update. List of received files is displayed (Figure 6-3).

Figure 6-3. Content Tab - Received Files.
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[bookmark: _Toc20221979]Figure 6‑3.   Content Tab - Received Files.



a. Verify Video Reception on RBM Server.



(1) Click Streaming tab, then click Tuning Guide For RBM (Figure 6-4).
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[bookmark: _Toc20221980]Figure 6‑4.   Streaming Tab.



NOTE

Electronic Program Guide is broadcast approximately every 30 minutes.



(2) Click desired program and click Stream. Select a Streaming Protocol window is displayed 

(Figure 6-5).
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[bookmark: _Toc20221981]Figure 6‑5.   Select a Streaming Protocol Window.



(3) At Protocol drop-down menu, select UDP, then click Stream. VLC media player is displayed with streaming content.



b. Verify Video Reception Using VLC.





NOTE

The Tuning Guide on the NGRT broadcast is currently disabled and the

Streaming tab will contain an empty Tuning Guide.

In order to view a video stream on NGRT Server, operator must obtain

video stream multicast address, then execute the following steps to

manually bring up the video player.



(1) From Server desktop, double-click VLC Media Player icon. VLC Media Player is displayed 

(Figure 6-6).
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[bookmark: _Toc20221982]Figure 6‑6.   VLC Media Player.



(2) If Privacy and Network Access Policy window is displayed, ensure all checkboxes are

unchecked, then click Continue.



(3) On VLC Media Player, click Media >Open Network Stream. Open Network Stream window is

displayed (Figure 6-7).
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[bookmark: _Toc20221983]Figure 6‑7.   Open Network Stream.



NOTE

The IP Address format is UDP://@225.1.50.4:8208.



(4) At network URL field, enter IP address of program to be received and click Play.



c. Verify Auto-Push.



(1) Perform NGRT Server/RBM Server auto-push procedures per TM 5895-1752-13&P.



d. Create Image Backup.



(1) Perform NGRT Server/RBM Server Image Backup per TM 11-5895-1752-13&P.
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